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CONFRONTING THE CHALLENGE OF
CYBERSECURITY

THURSDAY, SEPTEMBER 3, 2015

U.S. SENATE,
COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,
Madison, SD.

The Committee met, pursuant to notice, at 2:30 p.m., in room
203, Tunheim Classroom Building, Dakota State University, Madi-
son, South Dakota, Hon. John Thune, Chairman of the Committee,
presiding.

Present: Senator Thune [presiding].

OPENING STATEMENT OF HON. JOHN THUNE,
U.S. SENATOR FROM SOUTH DAKOTA

The CHAIRMAN. Good afternoon, everybody. I will call this Senate
Commerce Committee field hearing to order and welcome you all
today. We are going to talk about the challenges of cyberspace. And
I am proud to bring this hearing to Dakota State University, which
is nationally recognized for its cybersecurity programs.

I am also pleased to see so many DSU students here today as
we discuss this important issue. Many of you students who are in
the audience today are the next generation of cyber professionals
that we will need to protect our private businesses and government
networks from cyber incidents and attacks.

A number of you participate in the National Science Foundation’s
CyberCorps Scholarship for Service program, which helps increase
the cybersecurity workforce at government agencies.

Federal agencies need help, especially when it comes to improv-
ing their own cybersecurity practices. You may have read in the
news about cyber attacks this year on unclassified e-mail networks
at the Pentagon, the State Department, and even the White House.

If any of you have ever applied for a security clearance, which
some of you probably do in conjunction with the CyberCorps job ap-
plication process, then you have probably been subject to the
breach of background investigation information at the Office of Per-
sonnel Management. Similar compromises of sensitive information
occurred with the Internal Revenue Service this year.

While these cybersecurity attacks and breaches are a problem for
Federal agencies in Washington, D.C., cyber threats are important
to South Dakotans, as well. The same state-sponsored hackers and
criminal groups that are attacking the Federal Government to gain
access to sensitive or classified information are using similar tech-
niques to steal intellectual property from our businesses and crit-
ical infrastructure, disrupt and deny access to our online services,
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and steal our identities and personal information to fraudulently
spend money in our names.

Two weeks ago, I spoke to Sioux Falls residents at a Stop, Think,
Connect event hosted by the National Cyber Security Alliance to
educate consumers and local businesses about how to add security
layers to their everyday online activities. Good Internet practices
like creating strong passwords, recognizing phishing e-mails, and
two-factor authentication go a long way toward helping protect
yourself online.

We likely won’t ever find one silver bullet solution or set of solu-
tions to cybersecurity vulnerabilities, but we can continue to im-
prove our ability to manage and mitigate cyber risks.

Congress has a role in this effort, and the Senate plans to con-
sider legislation, the Cybersecurity Information Sharing Act of
2015, that would spur greater cyber threat information-sharing be-
tween and among the private sector and the government. The addi-
tion of liability protections under the bill would allow businesses to
share information more easily across industry sectors or among
groups of companies that may be experiencing the same cyber
threats.

Another bill that I believe will help address cybersecurity chal-
lenges is the Cybersecurity Enhancement Act of 2014, which I co-
sponsored and which passed out of the Commerce Committee and
became law last year.

This law included important provisions for R&D, workforce de-
velopment, and standards. It authorized the National Institute of
Standards and Technology’s continued efforts to develop the vol-
untary framework for critical infrastructure cybersecurity, the Na-
tional Science Foundation’s successful CyberCorps scholarship pro-
gram, and NIST’s National Initiative for Cybersecurity Education,
known as NICE.

It also directed better cooperation and planning across Federal
agencies in research and development and updated efforts on cloud
computing and international standards.

I believe these legislative efforts are a significant step forward,
but I hope that we can spend some time today discussing future
efforts to address the ongoing cybersecurity challenge, including
the importance of honing our ability to conduct offensive cyber op-
erations when appropriate.

I want to thank all of our witnesses for agreeing to testify today,
and I am grateful to Dakota State University for hosting this hear-
ing.

I want to express my appreciation to Dr. Josh Pauli, a DSU pro-
fessor and one of our witnesses today, for helping to arrange this
hearing and being an excellent host to the other witnesses. I am
always proud to tell my colleagues about DSU’s prestigious des-
ignations in cybersecurity from the National Security Agency.

Also joining us from DSU is Dr. Kevin Streff, who chairs the
Cybersecurity Operations and Security Department and founded
his own business based on his research at DSU. His company, Se-
cure Banking Solutions, aims to improve security at community
banks here in South Dakota and across the country.

Joining us from Sioux Falls are Mark Shlanta and Mr. Eric
Pulse, who represent local companies that deal with managing
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cyber threats as part of their businesses. Mark Shlanta’s company,
SDN Communications, responds to numerous daily threats against
its network and customers. And at Eide Bailly, Eric Pulse advises
healthcare, insurance, and financial services companies on IT risks
and regulatory compliance and often looks to NIST standards as
part of this effort.

I look forward to hearing from both of you and, in particular,
learning about your experience with the NIST framework.

I would also like to offer a special thanks to Mr. Jeremy Epstein
from NSF and Mr. Kevin Stine from NIST, who flew all the way
from Washington, D.C., to testify. NSF and NIST, which are agen-
cies under the Commerce Committee’s jurisdiction, support impor-
tant work in cybersecurity research, education, awareness, and
standards that we will hear more about today.

Mr. Epstein is responsible for NSF’s cybersecurity research pro-
gram, which spans many different disciplines. Mr. Stine will dis-
cuss NIST’s extensive cybersecurity work with the private sector,
with other agencies, and academic institutions.

NIST has been an important partner in helping protect the na-
tion’s technology infrastructure through efforts like its successful
collaboration with industry to develop the Cybersecurity Frame-
work and technology solutions at the National Cybersecurity Cen-
ter of Excellence.

So, gentlemen, I want to thank you all for being here today and
look forward to hearing your testimony.

As I mentioned, I am going to provide an order here, and we will
do this based on who came the farthest to come to the hearing
today.

[Laughter.]

The CHAIRMAN. So we will get our two gentlemen from Wash-
ington, D.C., here to speak first.

But I want to start with Mr. Epstein, who is the Lead Program
Director, as I mentioned, of the Secure and Trustworthy Cyber-
space program at the National Science Foundation; followed by Mr.
Kevin Stine, Manager, Security Outreach and Integration Group,
Computer Security Division, Information Technology Laboratory at
the National Institute of Standards and Technology.

Try and put that on a business card, guys.

[Laughter.]

The CHAIRMAN. So we will start off with them. And then I am
going to turn to Mr. Mark Shlanta, the CEO the SDN Communica-
tions, who I mentioned earlier, followed by Mr. Eric Pulse, who is
the Principal Director of Risk Advisory Services at Eide Bailly.

And then we will go to Dr. Kevin Streff, Department Chair,
Cyber Operations and Security, at Dakota State University and
also, as I mentioned, Founder and Managing Partner of Secure
Banking Solutions; and then our host today, Dr. Pauli, Professor of
Cybersecurity and NSF SFS CyberCorps Program Director at Da-
kota State University.

So there were a lot of acronyms in that, but I am delighted to
be back here at Dakota State University, and I am very proud of
the work that is done by our professors here, our administration,
our students. And it really is a great story. And it is a great story
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to be able to tell to my colleagues in the Senate and other places
I travel, about the work that is going on here.

And I should say, too, the guy who does our IT work in my Sen-
ate office is a graduate of Dakota State University. Nic Budde is
someone who went through this fine program here and does a great
job of making sure that all the trains are running on time in our
office, so to speak, because we have on any given day lots of IT
challenges.

But I don’t think there is a bigger challenge in front of us as a
country right now, with the inevitable proliferation of devices, than
the issue of cybersecurity. Because over the course of the next 5
years we are going to go from 10 billion connected devices to 50 bil-
lion connected devices.

And all of you already today probably have phones or TVs or
laptops, iPads, whatever, that are connected. That is only going to
proliferate over the course of the next 5 years when literally every-
thing that we do in life in the Internet of Things requires a level
of connectivity. And, of course, with that comes great benefit, also
risk. And that is what we are going to talk a little bit about today.

So, again, I am delighted to be able to be here and to bring the
Commerce Committee to Madison, South Dakota, to the campus of
Dakota State University, and wish you all the best of success in the
year ahead as well as in the football game on Saturday.

[Laughter.]

The CHAIRMAN. So we are going to start, kick it off, as I said,
with Mr. Epstein.

So please proceed with your remarks.

Mr. EPSTEIN. Thank you.

The CHAIRMAN. And we will try and confine it as best we can,
I indicated to our panelists, to 5 minutes, and then we will open
it up to some questions.

STATEMENT OF JEREMY EPSTEIN, LEAD PROGRAM
DIRECTOR, SECURE AND TRUSTWORTHY CYBERSPACE (SATC),
NATIONAL SCIENCE FOUNDATION

Mr. EPSTEIN. Great. Thank you.

Good afternoon, Senator Thune and members of the Dakota
State University community. It is a particular pleasure to be here.
I went to college in a small town, at a university very much like
this, New Mexico Tech in Socorro, New Mexico, a town of 8,000
people, a student body of 1,100. “Small colleges need love, too” was
our slogan back when I went to school.

[Laughter.]

Mr. EPSTEIN. So I am Jeremy Epstein. I am the National Science
Foundation’s lead program officer for the Secure and Trustworthy
Cyberspace program—and speaking of acronyms—within the CISE
Directorate, or the Directorate of Computer and Information
Science and Engineering.

As you know, NSF supports fundamental research in all dis-
ciplines, advances the progress of science and engineering, and
educates the next generation of innovative leaders. I welcome this
opportunity to highlight NSF’s investments in cybersecurity re-
search and education.
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NSF is uniquely positioned to address both today’s cyber chal-
lenges as well as the threats of the future because NSF invests in
discoveries as well as the discoverers who enable fundamental sci-
entific advances and technologies.

With the rapid pace of technological advancement, we are wit-
nessing the tight integration of financial, business, manufacturing,
and telecommunications systems into a networked, global society.
These interdependencies can lead to vulnerabilities and threats, as
the senator said, that challenge the security, reliability, and overall
trustworthiness of critical infrastructure.

The result is a dramatic shift in the size, complexity, and diver-
sity of cyber attacks. Indeed, today, we are witnessing attacks on
cars, online merchants, healthcare providers, and, of course, the
government.

NSF has long supported fundamental cybersecurity research crit-
ical to achieving a secure and trustworthy cyberspace. NSF con-
tinuously brings the problem-solving capabilities of the Nation’s
best minds to bear on these evolving challenges by establishing a
science of cybersecurity, promoting connections between academia
and industry, transitioning research into practice, and bolstering
cybersecurity education and training.

In Fiscal Year 2014, NSF invested $158 million in cybersecurity
research and education, including $126 million in the cross-cutting
Secure and Trustworthy Cyberspace program, which I lead, which
funds both research and education activities.

Research projects range from security at a foundational level, in-
cluding detecting whether a silicon chip contains a malicious circuit
or developing new cryptographic solutions, to the systems level, in-
cluding determining strategies for securing the electrical power
grid and protecting individual privacy.

Cybersecurity projects are increasingly interdisciplinary, span-
ning computer science, mathematics, economics, behavioral science,
and education. They seek to understand, predict, and explain pre-
vention, attack, and defense behaviors and contribute to developing
strategies for remediation while preserving privacy and promoting
usability.

The SaTC program, as we call it, considers these perspectives
within the multidimensional cybersecurity problem space while
aiming to address the challenge of moving from research to capa-
bility. Projects include center-scale activities representing far-
reaching explorations motivated by deep scientific questions and
grand-challenge problems in, for example, privacy, encryption,
cloud, and healthcare systems.

NSF also invests in the IUCRC program—there is another acro-
nym for you—Industry University Cooperative Research Centers,
that feature high-quality, industrially relevant, fundamental re-
search, enabling direct transfer of university-developed ideas to
U.S. industry, improving its competitiveness globally. In recent
years, we have seen research outcomes lead to new products and
services and to numerous startups in the IT sector, bringing inno-
vative solutions to the marketplace.

To promote this type of innovation and to ensure a well-prepared
work force, cybersecurity education is critically important. The
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shortage of cybersecurity experts has been widely estimated in the
tens or hundreds of thousands of people over the next decade.

So you all are going to be employed when you graduate.

NSF’s Directorate for Computer and Information Science and En-
gineering, along with the Directorate for Education and Human Re-
sources, seeks to recruit and train the next generation of
cybersecurity professionals through the CyberCorps: Scholarship
for Service program, which many of you participate in. This pro-
gram provides tuition to U.S. citizens majoring in collegiate
cybersecurity programs in exchange for government service fol-
lowing graduation.

To date, the Scholarship for Service program has provided schol-
arships to more than 2,400 students and graduated more than
1,700. CyberCorps scholarship recipients have been placed in in-
ternships and full-time positions in over 140 Federal, state, local,
and tribal government agencies.

As you know, Dakota State has won two of these awards for
Scholarship for Service, and a new cohort of students is antici-
pated, or, actually, is beginning right now.

To conclude, my testimony today has emphasized that our nation
must continue to invest in long-term fundamental and game-chang-
ing research in order to match the pace and scope of today’s cyber
threats. NSF’s interdisciplinary research and education portfolios
are contributing to a next generation workforce that is increasingly
cyber-aware, armed with the knowledge that it needs to protect
against cyber attacks.

With robust, sustained support for foundational and multidisci-
plinary cybersecurity R&D, as well as partnerships such as those
on display here at Dakota State, NSF contributes to the protection
of our national security and the enhancement of our economic pros-
perity.

Thank you for the opportunity to be here, and I will turn it over
to the Senator. Thank you.

[The prepared statement of Mr. Epstein follows:]

PREPARED STATEMENT OF JEREMY EPSTEIN, LEAD PROGRAM DIRECTOR, SECURE AND
TRUSTWORTHY CYBERSPACE (SATC), NATIONAL SCIENCE FOUNDATION

Good afternoon, Chairman Thune, and members of the Committee. My name is
Jeremy Epstein and I am the National Science Foundation (NSF) Lead Program Di-
rector for the Secure and Trustworthy Cyberspace (SaTC) program within the Com-
puter and Information Science and Engineering (CISE) Directorate.

NSF’s mission is “to promote the progress of science; to advance the national
health, prosperity, and welfare; [and] to secure the national defense . . .”. NSF’s
goals—discovery, learning, research infrastructure and stewardship—provide an in-
tegrated strategy to advance the frontiers of knowledge, cultivate a world-class,
broadly inclusive science and engineering workforce, build the Nation’s research ca-
pability through investments in advanced instrumentation and facilities, and sup-
port excellence in science and engineering research and education. I welcome this
opportunity to highlight NSF’s investments in cybersecurity research and education.

The Cybersecurity Challenge

While the advances in cybersecurity research and development (R&D) are many,
the Nation must continue its investments in game-changing research if our cyber
systems are to be trustworthy now and in the future. As you know, every day, we
learn about more sophisticated and dangerous attacks. Why is the cybersecurity
challenge so hard? In general, it’s hard because attacks and defenses evolve to-
gether: a system that was secure yesterday might no longer be secure tomorrow.
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NSF is uniquely positioned to address both today’s cyber challenges as well as the
threats of the future, because NSF invests in discoveries, as well as the discoverers
who enable fundamental scientific advances and technologies.

Cyber Security Research Programs

NSF funds a broad range of activities to advance cybersecurity research, develop
a well-educated and capable workforce, and to keep all citizens informed and aware.
A major NSF activity is the SaTC program, led by CISE in partnership with the
Directorates for Education and Human Resources (EHR), Engineering (ENG), Math-
ematical and Physical Sciences (MPS), and Social, Behavioral, and Economic
Sciences (SBE), and funded at $126 million in FY 2015. Currently, there are over
670 active Secure and Trustworthy Cyberspace awards.

NSF’s SaTC program builds on predecessor programs begun in 2002 and seeks to
secure the Nation’s cyberspace by addressing four perspectives within the multi-di-
mensional cybersecurity problem space:

o Trustworthy computing systems, with goals to provide the basis for designing,
building, and operating a cyberinfrastructure with improved resistance and im-
proved resilience to attack that can be tailored to meet a wide range of technical
and policy requirements, including both privacy and accountability.

e Social, behavioral and economic sciences, with goals to understand, predict, and
explain prevention, attack and/or defense behaviors and contribute to devel-
oping strategies for remediation.

e Cybersecurity education, with goals to promote innovation, development, and as-
sessment of new learning opportunities and to help prepare and sustain an
unrivaled cybersecurity workforce capable of developing secure cyberin-
frastructure components and systems, as well as to raise the awareness of
cybersecurity challenges to a more general population.

e Secure, Trustworthy, Assured and Resilient Semiconductors and Systems
(STARSS), with goals to develop strategies, techniques, and tools that avoid and
mitigate hardware vulnerabilities and lead to semiconductors and systems that
are resistant and resilient to attack or tampering. STARSS is a joint effort of
NSF and the Semiconductor Research Corporation (SRC), a consortium of lead-
ing technology companies.

The SaTC program further aims to address the challenge of moving from research
to capability. The program supports research activities whose outcomes are capable
of being implemented, applied, experimentally used, or deployed in an operational
environment. Areas of emphasis for these “transition to practice” investments have
included malware detection and prevention, situational understanding, data assur-
ance, risk analysis, and software assurance.

For example, NSF-funded researchers have demonstrated the ability to remotely
take over automotive control systems.! The researchers found that, because many
of today’s cars contain cellular connections and Bluetooth wireless technology, it is
possible for a hacker working from a remote location to take control of various fea-
tures—like the car locks and brakes—as well as to track the vehicle’s location,
eavesdrop on its passenger cabin, and steal vehicle data. The researchers are now
working with the automotive industry to develop new methods for assuring the safe-
ty and security of on-board electronics. Both the Society for Automotive Engineers
and the United States Council for Automotive Research have partnered with the re-
searchers to initiate efforts focused on automotive security research.2 Automotive
manufacturers have also started dedicating significant resources to security.3

NSF-funded researchers supported by the SaTC program use testbeds such as the
Cyber Defense Technology Experimental Research (DETER) Network, originally de-
veloped with NSF funding and now supported by the Department of Homeland Se-
curity (DHS) and the Remotely Accessible Virtualized Environment (RAVE) Lab,
which was also developed with NSF funding and is specifically focused on
cybersecurity education. As directed by The Cybersecurity Enhancement Act of 2014,
NSF is working to identify what other testbeds are needed for cybersecurity re-
search in the future. NSF appreciates the Committee’s awareness of the national
need for robust cybersecurity testbeds.

Lhttp:/ |www.nytimes.com [2011/03/10/business/ 10hack.html
2 hitp:/ www.autosec.org | faq.html
3 http:/ www.caranddriver.com / features [ can-your-car-be-hacked-feature
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Cybersecurity Education and Training Programs

The NSF Directorate for Education and Human Resources seeks to develop a well-
prepared cybersecurity workforce of the future in large part through the
CyberCorps®: Scholarship for Service (SF'S) program.

SFS was created as a result of a May 1998 Presidential Decision Directive, which
described a strategy for cooperative efforts by the government and the private sector
to protect physical and cyber-based systems. In January 2000, a Presidential Execu-
tive Order defined the National Plan for Information Systems Protection, which in-
cluded the Federal Cyber Services (FCS) training and education initiative and the
creation of a SF'S program. The Cybersecurity Enhancement Act of 2014 directs NSF,
in coordination with the U.S. Office of Personnel Management (OPM) and DHS, to
continue the SFS program to recruit and train the next generation of information
technology professionals, industrial control system security professionals, and secu-
rity managers to meet the needs of the cybersecurity mission for federal, state, local,
and tribal governments. We recognize the Chairman and the Committee’s work on
this legislation and appreciate the strong support for the SF'S program.

The SFS program funds institutions of higher education to support undergraduate
and graduate students in academic programs in cybersecurity. The students must
be U.S. citizens or lawful permanent residents of the U.S., and must be able to meet
the eligibility and selection criteria for government employment. Students can be
supported on scholarships for up to three years, and in return, they agree to take
government cybersecurity positions for the same duration as their scholarships. The
government agencies eligible for job placement include federal, state, local, or tribal
governments. To assist both the agencies and the students in good matches, NSF
partners with OPM to run an annual job fair. In addition to OPM, NSF also part-
ners with DHS and the National Security Agency (NSA) on the SFS program.

A second emphasis of the SFS program is expansion of the U.S. higher education
enterprise to produce cybersecurity professionals through a variety of efforts. These
include research on the teaching and learning of cybersecurity, development of cur-
ricula, integrating cybersecurity topics into relevant degree programs, developing
virtual laboratories, strengthening partnerships between government and relevant
employment sectors to better integrate applied research experiences into
cybelrsecurity degree programs, and integrating data science into cybersecurity cur-
ricula.

From FY 2011 through FY 2014, the SFS program made 117 awards throughout
the U.S., totaling over %145 million. As of early August 2015, the SFS program has
provided scholarships to more than 2,400 students and graduated more than 1,700,
including 22 percent with bachelor’s degrees, 76 percent with master’s degrees, and
two percent with doctoral degrees. Of these graduates, 93 percent have been suc-
cessfully placed in the Federal Government. SFS scholarship recipients have been
placed 1n internships and full-time positions in more than 140 Federal departments,
agencies, and branches, including the NSA, DHS, Central Intelligence Agency, and
Department of Justice, along with state, local, and tribal governments.

The SFS program has recently embarked on a new activity, Inspiring the Next
Generation of Cyber Stars (or GenCyber) summer camps, to seed the interest of
young people in this exciting and exploding new field, to help them learn about
cybersecurity, and to learn how skills in this area could pay off for them in the fu-
ture. These overnight and day camps are available to students and teachers at the
K-12 level at no expense to them; funding is provided by NSF and NSA. A pilot
project for cybersecurity summer camps in 2014 stimulated such great interest that
the GenCyber program expanded in 2015, supporting 43 camps held on 29 univer-
sity campuses in 19 states with more than 1,400 participants.

I would like to highlight the fact that Dakota State University (DSU) has success-
fully competed for an NSF award to develop greater capacity for cybersecurity edu-
cation, and for two scholarship grants to support cybersecurity students. Of the stu-
dents who were awarded scholarships in the cybersecurity program at DSU, about
half have graduated and all have been placed in government cybersecurity jobs; half
are still in school; and a new cohort of scholarship holders is anticipated in the fall
of 2015. In addition, DSU ran two GenCyber camps in 2015, one for high school stu-
dents entering grades 10-12, and one for girls entering grades 8-12. You have heard
additional detail about NSF-funded cybersecurity activities at DSU from other wit-
nesses here today.

Strategic Planning Across the Federal Government

Finally, NSF closely coordinates its activities with other Federal agencies and col-
laborates with them in pursuing cybersecurity research and education activities. In
2011, the National Science and Technology Council (NSTC), with the cooperation of
NSF, developed a strategic plan titled Trustworthy Cyberspace: Strategic Plan for
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the Federal Cybersecurity Research and Development Program.* This plan has guid-
ed coordination across the Federal Government. As you know, the 2014
Cybersecurity Enhancement Act called for an updated R&D strategic plan. NSF is
playing a key role in developing the revision of the strategic plan. Recognizing the
changes in the threats to the national economy and security posed by cyber attacks,
the revised strategy will expand on the 2011 report, with increased focus on areas
including privacy, security of the Internet of Things and Cyber-Physical Systems,
and an increased breadth of the understanding of human-centric aspects (social, be-
havioral, cultural, and psychological) of cybersecurity. Without deep awareness of
the latter dimensions, a purely technological solution to cybersecurity is likely to
fail.

Coordination Across the Federal Government

NSF coordinates its cybersecurity research and planning activities with other Fed-
eral agencies, including the Department of Defense (DoD) and DHS, and the agen-
cies of the intelligence community, through various “mission-bridging” activities:

e NSF plays a leadership role in the interagency Networking and Information
Technology Research and Development (NITRD) program. The National Science
and Technology Council’s NITRD Subcommittee, of which NSF is co-chair, has
played a prominent role in coordinating the Federal Government’s cybersecurity
research investments.

e A NITRD Senior Steering Group (SSG) for Cyber Security and Information As-
surance R&D (CSIA R&D)5 was established to provide a responsive and robust
conduit for cybersecurity R&D information across the policy, fiscal, and research
levels of the government. The SSG is composed of senior representatives of
agencies with national cybersecurity leadership positions, including: NSF, DoD,
the Office of the Director of National Intelligence (ODNI), DHS, NSA, the Na-
tional Institute of Standards and Technology (NIST), the Office of Science and
Technology Policy, and the Office of Management and Budget. A principal re-
sponsibility of the SSG is to define, coordinate, and recommend strategic Fed-
eral R&D objectives in cybersecurity, and to communicate research needs and
proposed budget priorities to policy makers and budget officials.

e To facilitate conversation among classified and unclassified programs in the
Federal Government, a coordinating group called Special Cyber Operations Re-
search and Engineering (SCORE) was established. SCORE includes members
from the CSIA R&D Senior Steering Group. NSF research, which is non-classi-
fied, is reported in this forum.

e On the education front, NSF is an active participant and contributor in the
NIST-led National Initiative for Cybersecurity Education (NICE). NSF’s in-
volvement aims to bolster formal cybersecurity education programs encom-
passing K-12, higher education, and vocational programs, with a focus on the
science, technology, engineering, and math disciplines to provide a pipeline of
skilled workers for the private sector and government.

Conclusions

Our Nation must continue to invest in long-term, fundamental, and game-chang-
ing research if our cyber systems are to remain trustworthy in the future. NSF’s
interdisciplinary research and education portfolios are contributing to a next-genera-
tion workforce that is increasingly cyber-aware, armed with the knowledge that it
needs to protect against cyber attacks. With robust, sustained support for
cybersecurity research and education in both the executive and legislative branches,
as well as partnerships such as those on display here at Dakota State University,
NSF contributes to the protection of our national security and the enhancement of
our economic prosperity. This concludes my remarks. I would be happy to answer
any questions at this time.

BIOGRAPHICAL SKETCH

Mr. Jeremy Epstein is the Lead Program Director for the National Science Foun-
dation’s (NSF) Secure and Trustworthy Cyberspace (SaTC) program, the Federal
Government’s flagship fundamental cybersecurity research program. In addition to

4 http:/ |www.whitehouse.gov / sites | default / files | microsites | ostp | fed _cybersecurity rd
strategic _plan 2011.pdf

5 hitps: [ |www.nitrd.gov | nitrdgroups | index.php?title=Cyber _Security Information Assu
rance Research and Development Senior Steering Group %28CSIA R%26D SSG%29
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SaTC, he leads the Computer and Information Science and Engineering (CISE) Re-
search Initiation Initiative (CRII) and co-leads the NSF/Intel Partnership on Cyber-
Physical Systems Security and Privacy (CPS-Security) within NSF’s CISE Direc-
torate. Jeremy’s research areas include software security and voting systems secu-
rity. He is associate editor-in-chief of the IEEE Security & Privacy Magazine; found-
er of the Applied Computer Security Associates (ACSA) Scholarships for Women
Studying Information Security (SWSIS); the IEEE representative to the NIST Tech-
nical Guidelines Development Committee which writes voting systems standards;
and a senior member of IEEE and ACM. He holds an M.S. in computer sciences
from Purdue University and a B.S. from the New Mexico Institute of Mining and
Technology.

The CHAIRMAN. Thank you, Mr. Epstein.

We will move on now to—I am sorry, got you guys on opposite
sides here—to Mr. Stine.

Please proceed.

STATEMENT OF KEVIN STINE, LEADER, SECURITY OUTREACH
AND INTEGRATION GROUP, COMPUTER SECURITY DIVISION,
INFORMATION TECHNOLOGY LABORATORY, NATIONAL
INSTITUTE OF STANDARDS AND TECHNOLOGY,

U.S. DEPARTMENT OF COMMERCE

Mr. STINE. Thank you, Chairman Thune and members of Dakota
State University.

I will shorten the business card a little bit and just say that I
am Kevin Stine, leader of the Security Outreach and Integration
Group at the National Institute of Standards and Technology,
which is better known as NIST. I will add to the business card that
we are part of the U.S. Department of Commerce, which puts us
at an interesting intersection point between government and indus-
try and academia, as well, especially in the cybersecurity space.

Thank you for the opportunity to discuss NIST’s role in con-
fronting the challenge of cybersecurity.

NIST’s role in cybersecurity was authorized in 1972 with the
Brooks Act and continues today through FISMA, as well as the re-
cent authorities under the Cybersecurity Enhancement Act of 2014,
to develop key cybersecurity guidelines for protecting U.S. Govern-
ment information and information systems.

On behalf of NIST, I wanted to thank the Chairman for his
steadfast leadership on this issue.

It is important to note